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PAPER 


Development of a Blockchain-Based Online Secret Electronic 


Voting System* 


SUMMARY This paper presents the design, implementation, and veri- 
fication of a blockchain-based online electronic voting system that ensures 
accuracy and reliability in electronic voting and its application to various 
types of voting using blockchain technologies, such as distributed ledgers 
and smart contracts. Specifically, in this study, the connection between 
the electronic voting system and blockchain nodes is simplified using the 
REST API design, and the voting opening and counting information is 
designed to store the latest values in the distributed ledger in JSON for- 
mat, using a smart contract that cannot be falsified. The developed elec- 
tronic voting system can provide blockchain authentication, secret voting, 
forgery prevention, ballot verification, and push notification functions, all 
of which are currently not supported in existing services. Furthermore, 
the developed system demonstrates excellence on all evaluation items, in- 
cluding 101 transactions per second (TPS) of blockchain online authenti- 
cation, 57.6 TPS of secret voting services, 250 TPS of forgery prevention 
cases, 547 TPS of read transaction processing, and 149 TPS of write trans- 
action processing, along with 100% ballot verification service, secret bal- 
lot authentication, and encryption accuracy. Functional and performance 
verifications were obtained through an external test certification agency in 
South Korea. Our design allows for blockchain authentication, non-forgery 
of ballot counting data, and secret voting through blockchain-based dis- 
tributed ledger technology. In addition, we demonstrate how existing elec- 
tronic voting systems can be easily converted to blockchain-based elec- 
tronic voting systems by applying a blockchain-linked REST API. This 
study greatly contributes to enabling electronic voting using blockchain 
technology through cost reductions, information restoration, prevention of 
misrepresentation, and transparency enhancement for a variety of different 
forms of voting. 

key words: blockchain, online voting, smart contract, electronic voting 


1. Introduction 


In the United Nations E-Government Survey 2020, South 
Korea was ranked second on the E-Government Develop- 
ment Index and first on the E-Participation Index, jointly 
with the USA and Estonia, among 193 member coun- 
tries[1]. South Korea also ranked first on the OECD 
2019 Digital Government Index [2]. The United Nations 
E-Government Survey has been conducted every two years 
since 2002 by the UN for all 193 member countries. The 
UN announces the rankings of all countries for the E- 
Government Development Index (EGDI), which evaluates 
the excellence of e-government services and their utiliza- 
tion conditions, such as communication networks and ed- 
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ucation level, and the E-Participation Index (EPI), which 
evaluates the level to which participation in policies online 
is enabled [1]. Furthermore, the OECD Digital Government 
Index, which was first announced in 2021, measures the 
digital conversion level and the maturity of the digital gov- 
ernment for 33 countries—consisting of 29 OECD member 
countries and four non-member countries. To achieve this, 
the OECD measured six evaluation items, including whether 
the government is “digital by design” and whether the gov- 
ernment “acts as a platform,” for two years from 2018 to 
2019 [2]. Thus, the e-government of the South Korean gov- 
ernment is evaluated as belonging to the world’s top level, 
and the South Korean government promotes various policies 
to implement the ideal e-government to maintain its high 
ranking. 

South Korea started administrative informatization and 
the construction of a national computer network backbone 
in the 1980s, through approaches such as the computeri- 
zation of resident registration and administration informa- 
tion networks, and has continued to promote institutional 
environment improvements and national social informati- 
zation projects [3]. Among them, in the information and 
communication field, recent changes in technologies related 
to the strategic direction of e-government promotion are in 
progress, reflecting a paradigm shift from PC environments 
to mobile technologies, such as smartphones [4]. One of 
these changes is the expansion of electronic voting. Coun- 
tries around the world are expanding electronic voting [4] 
as a means to exert sovereignty in a manner that activates 
and promotes democracy, although different countries have 
demonstrated different speeds of implementation and meth- 
ods of introduction owing to their political and cultural char- 
acteristics, as well as technological and environmental fac- 
tors. 

The term electronic voting is often used together with 
online voting, internet voting, i-voting, and cyber voting [4], 
all of which are defined as electronic voting in a broad 
sense. Electronic voting refers to voting and counting votes 
by computer manipulation [5]. Because human counting is 
entirely replaced with counting by machines, the possibil- 
ity of error or tampering is lower than that of the conven- 
tional paper voting system. Currently, 50 countries around 
the world have introduced electronic voting, but it is not be- 
ing used for national, large-scale votes due to a lack of reli- 
ability of the electronic voting system[6]. Therefore, the 
main issues related to electronic voting, such as prompt- 
ness, accuracy, cost reduction, remoteness, reliability, con- 


Copyright © 2022 The Institute of Electronics, Information and Communication Engineers 


1362 


venience, increase in participation, increase in voter turnout, 
the strengthening of representative democracy, and the ex- 
pansion of direct democracy [4], are critical parameters that 
can determine the actual implementation and use of elec- 
tronic voting. 

Blockchain technology is used as a measure to solve 
the security problems of electronic voting systems. First in- 
troduced in 2008 as a technology related to the cryptocur- 
rency Bitcoin, the blockchain is a distributed ledger that 
stores transactions [7] and is considered suitable for voting 
because it not only guarantees data integrity, but its con- 
tents and data can also be transparently verified by any- 
one. Blockchain application for cross voting and final voting 
utilizes token transmission technology with blockchain dis- 
tributed ledger technology. This method involves the voter 
transferring a token to the voting target, and the target with 
the greatest number of tokens is determined during the vote 
counting process. With preference and weighted voting, the 
final ballot count result is calculated. This method poses cer- 
tain technical difficulties and limitations for token transfer. 
In addition, blockchain has not yet been extensively utilized 
because of its limited integration with existing legacy sys- 
tems. 

Blockchain-based electronic voting systems are not 
widely used because their functions and connections with 
existing legacy systems are limited. Blockchain is a dis- 
tributed ledger technology that allows all participants to 
share actions for, and management of, the ledger [8], and the 
legitimacy of data blocks transmitted through blockchains is 
verified using the consensus algorithm [9]. This enables ev- 
ery participant to store, open, verify, and execute the same 
information. 

This study applies smart contract technology, a second- 
generation blockchain technology, by applying the remote 
electronic voting (REV) method. This method guarantees 
the reliability of voting services by incorporating features 
such as inherent forgery prevention, secret voting, and the 
provision of various accesses through user-friendly user in- 
terfaces. Furthermore, through blockchain technology, au- 
thentication information and voting details are separated, 
and verification authority for individual results, data pro- 
tection, and encryption technology can be applied. Thus, 
the stability, security, and performance of the functions are 
strengthened. The proposed method was designed and im- 
plemented to provide enhanced security functions through 
the introduction of a digital certificate. In addition, the suit- 
ability of the implemented electronic voting system was ver- 
ified through application cases. 

This study contributes to the advancement and progress 
of electronic voting by providing various voting functions, 
including runoff voting, yes-or-no voting, preference vot- 
ing, and ranked-choice voting. Furthermore, this study con- 
tributes to an overall reduction in operational costs, informa- 
tion recovery, tampering prevention, and transparency en- 
hancement of voting systems when compared to the current 
centralized system that manages ledgers through a third- 
party trust. 


IEICE TRANS. INF. & SYST., VOL.E105—D, NO.8 AUGUST 2022 


The remainder of this paper is organized as follows: 
Sect. 2 discusses the background and related work that mo- 
tivated our approach. Section 3 describes in detail the de- 
sign and development of our Blockchain-based Online Se- 
cret Voting System. We verify and validate the function and 
performance of our developed system in Sect. 4. Finally, in 
Sect. 5, we summarize our work and discuss the superiority 
of our design over prior work. 


2. Related Work 
2.1 Overview of Electronic Voting 
2.1.1 Electronic Voting Process 


The electronic voting process consists of three steps, as 
shown in Table 1: voter registration, voting, and counting 
and totaling of the votes [10]. 


2.1.2 Electronic Voting Method 


Electronic voting methods are largely classified into poll site 
electronic voting, kiosks, and REV [4], [11]. They are clas- 
sified depending on whether voters go to a designated poll 
site to vote. Poll site electronic voting (PSEV) involves go- 
ing to a designated poll site and voting on the touchscreen 
display of a voting machine, which operates like an auto- 
mated teller machine (ATM) [4]. The kiosk method involves 
voting using a kiosk electronic voting machine that is in- 
stalled in a public place, such as a department store, park, 
library, or shopping mall [4]. Furthermore, the REV method 
involves voting using the short message service (SMS) of 
mobile communication devices, digital televisions, or the 
Internet on a PC [4]. 


2.1.3 Current Status of Online Voting Public Services in 
Republic of Korea 


Seoul City’s M-voting service allows the city or any citizen 
to vote, and voting is possible even if voters are not regis- 
tered. There is no separate cost incurred by the voter, and 
voting can be done on a variety of devices via the web, mo- 
bile communication, or web-based applications. In addition, 
on-site voting services are provided for specific persons who 
are unable to use the electronic voting on their own. 


Table 1 Electronic voting process [10]. 


Voter registration Voting Counting and totaling 


1. Verify the voter's 1. Access a device 1. Give encryption keys 
legal qualifications connected to the Internet to multiple observers 
2. Give a PIN to the 2. Enter the PIN 2. Count voting result 
voter 3. Choose (vote) a 3. Confirm the winner 

candidate and issue 

4. Check for the voting 

result 

5. Check whether the 

voting has been 

completed 
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Table 2 Features and advantages of blockchain voting. Table 3 Main application areas of blockchain technology in non- 
= financial fields [14]. 
Features Description Advantages 
; M . Areas Description Example Companies 
Security Hacking = impossible because Cost reduction Storage of digital identity 
information is jointly owned f eer ; BlockScore, 
information in blockchains, and : . 
: aa k : Chainalysis, 
. . Legalization of Identity provision of identity management Elliptic, Onename 
Transparency eeN l — ne eR: ig transactions and reduction management functions such as identity ShoCard, UniqulD, The 
P y of regulation cost verification, data validity, and WorldTable 
activity analysis 
Scalability Easy to build, connect, and extend Reduction aP eony tructan Storage : of information ™ Block Notary, 
costs blockchains and development of 
ee a aes Empoweredlaw, 
Notarization/ verification, authentication, and Stamps Verisart 
Transaction approval records are Maximization of ownership fraud detection to prevent ca 1Y, > 
Promptness automatically executed by the TEE TEE disputes related to notarization E i d 
participation of multiple users > prompies and ownership verledger 
Transactions between individuals Provision of the reliability of 
Ease of are possible without any Reduction of unnecessary F : electronic voting and voting Blockchain 
oe : as k 2 Electronic voting i : i 
Mediation accredited notarization by a third fees mechanism for voting system Technologies 
party transparency 


Additionally, the National Election Commission’s K- 
voting allows specific people or organizations, such as apart- 
ment groups, to hold their own voting processes, which re- 
quires the pre-registration of voters. A cost per text message 
is required, and voters can vote only through mobile com- 
munication. However, on-site voting can only be performed 
using offline devices. 


2.2 Blockchain Technology and Utilization 
2.2.1 Main Utilization Status 


Blockchain technology is being actively researched in the 
financial, public, and autonomous sectors, as well as in 
cryptocurrency-related domains [12]. Blockchain voting 
is characterized by its security, transparency, scalability, 
promptness, and ease of mediation, as shown in Table 2. 
Such blockchain voting provides the advantages of cost re- 
ductions, improved legalization of transactions, and maxi- 
mization of transaction speed. 

Owing to these factors, industries are using blockchain 
technology for a variety of applications. Listed in Table 4 
are the major areas of application of blockchain technology 
in non-financial industries, which include identity manage- 
ment, authentication, ownership, electronic voting, trans- 
portation, distribution, security, and storage. Recent im- 
plementations of the Decentralized Identifier (DID) technol- 
ogy have been made in the field of identity management for 
personal identification and authentication in electronic vot- 
ing. Tables 3 list the blockchain application areas in the 
non-financial fields, respectively. In the financial field, it is 
mainly applied for securities transactions, clearing, settle- 
ment and remittance, investment and loans, commodity ex- 
change, trade finance, and management. In the non-financial 
field, it is mainly applied for identity management, notariza- 
tion and ownership, electronic voting, transportation, distri- 
bution, security, and storage. 

When we review the disadvantages of e-voting or 
bitcoin-based electronic voting that have been identified 
in existing research, we find that e-voting systems have 
high cryptographic complexity—owing to their use of 


Provision of a platform for 
generating tokens from the 
movement of vehicles using GPS 
(proof-of-movement) and for La’Zooz 
utilizing the generated tokens 
when using the vehicle of another 
user 

Computerization of products and 
inventory management, 
development of a transaction 
platform that replaces the 
intermediary 

Development of information 
management functions based on 
whitelist regarding the forgery of 
products, access rights, and 
device management 
Development of technology for 
distributed storage of data 


Transportation 


Pey, Gyft, Purse, 


Distribution 
Provenance 


Chronicled, Slock.it, 


it x 
Security Filament 


Storage MaidSafe, Storj, etc. 


zero-knowledge proofs, signatures, and encryption tech- 
niques [15]—and that these systems require significant ef- 
fort to guarantee confidentiality [16]. Furthermore, scal- 
ability can be limited owing to the increased number of 
trusted third parties (TTPs) and management servers [17]. 
In addition, in terms of procedural problems, e-voting sys- 
tems can suffer from system integrity problems [15]-[17]. 
Bitcoin-based electronic voting systems also need to be able 
to guarantee confidentiality through zero-knowledge proofs 
and homomorphic encryption techniques [18]-[20]. More- 
over, because only encryption techniques that are compat- 
ible with bitcoin-based blockchains can be used [18]-[20], 
the expansion potential of bitcoin-based electronic voting is 
limited further. 


2.2.2 Main Blockchain Technologies 


a. Distributed consensus algorithm 


To generate blocks that store a transaction ledger in the 
blockchain, a more rational and efficient block consensus 
algorithm should be used to support the unified decision- 
making of participants. Consensus methods are classified 
into competitive and non-competitive methods. With the 
competitive consensus method, each node generates blocks 
and selects one through competition. This method is gen- 
erally used in public blockchains. Alternatively, for the 
non-competitive consensus method, every consensus node 
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agrees on which block to create before creating a block. 
This method is most commonly used in private and con- 
sortium blockchains. Although the blockchain platform 
is selected according to the characteristics of the partici- 
pants and the platform approach [9], the public blockchain 
is generally considered to be better in terms of its decentral- 
ization and fairness aspects, and its safety against Byzan- 
tine attacks or network attacks [9]. In contrast, the non- 
competitive consensus method has a Byzantine attack tol- 
erance of 33%, which is much lower than that of the pub- 
lic blockchain. Other disadvantages include vulnerability to 
network attacks and a very high network consensus cost [9]. 
Various consensus algorithms can be applied according to 
blockchain application cases, and the existing consensus 
concept continues to evolve to overcome security and scala- 
bility limitations. 


b. Smart contract 


A smart contract is a computerized transaction protocol that 
enforces contract conditions [14], [22]. It was first proposed 
by Nick Szabo to improve the reliability of contract terms 
and transactions, as well as to ensure interaction integrity 
while minimizing intermediaries [23], [24]. 

Direct transactions between transaction entities are im- 
plemented using the smart contract technology. All per- 
formance results and conditions are stored in a distributed 
ledger. The distributed ledger is a place where the repli- 
cated, shared, and synchronized information is recorded and 
stored through the consensus method between participants, 
after a verification process has been conducted for all trans- 
actions and participants [25]. A smart contract was first used 
in the Ethereum blockchain. After a smart contract that in- 
cludes the aforementioned conditions is implemented, it is 
stored in a blockchain. Once the specific conditions are sat- 
isfied, the smart contract is verified and executed by other 
blockchain participants, and the execution result is stored 
in a distributed ledger. Through this process, the blockchain 
enables autonomous and active collaboration and control be- 
tween nodes. 


3. Design and Development of Blockchain-Based On- 
line Secret Voting System 


3.1 Requirements Specifications 


The following are the functional requirements for the 
blockchain-based online secret ballot system developed in 
this study. 


e Online voting services supporting cross voting, 
weighted voting, and preferential voting 

e Blockchain-based authentication, secret ballots, poll 
verification, and forgery prevention services 

e Notification service of participation results for online 
voters 
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3.2 Analysis of Target System 


The Blockchain-based Online Secret Voting System allows 
both web voting and mobile voting. The electronic voting 
server provides vote opening, roster management, voting 
progress management, counting, totaling, and blockchain 
management services. To increase the transparency of vot- 
ing, our proposed system uses blockchain technology to al- 
low for voter authentication, forgery prevention of online 
voting, vote processing, and the verification of ballot count- 
ing and voting details. Figure 1 illustrates the structure of 
the target system. The blockchain server performs voter au- 
thentication, vote processing, and ballot counting. Voting 
and counting are implemented and operated by a smart con- 
tract. The electronic voting web AP server manages the sta- 
tistical operations such as voting management, roster man- 
agement, and totaling. The details of the main functions 
of the target system in Fig. 1 include electronic voting ser- 
vices, blockchain services, authentication systems, and ver- 
ification services, as shown in Fig. 2. 


3.3 Design of Target System 
3.3.1 UI/UX Design for Web and Mobile 


It is common for UI/UX designs to be optimized for var- 
ious devices based on the style guide, but the considera- 
tion of a touch environment was of particular importance 
for the screen design. Further, GDUI and CI concepts and 
colors were applied for each browser, and a universal and 
consistent UI was implemented for intuitive services. Other 
content placements, layout optimization configurations, and 
standard style guidelines have been presented in UX re- 
search for web services. This approach enables input us- 
ing various realistic videos as well as a biometric selection 
technique based on finger temperature recognition, thereby 
maximizing both the convenience and the intuitiveness of 
image-based user voting, as well as ensuring consistent. 


3.3.2 System Interface Design 


For communication between the blockchain server and 
legacy systems, a separate communication protocol, referred 
to as remote procedure call (RPC) communication, should 
be used. The Legacy System is an electronic voting server 
that is responsible for the opening of the ballot, managing 
the voter list, conducting the voting process, and counting 
the votes. Legacy systems can view blocks and transac- 
tion information by sending transaction information to the 
blockchain via RPC communication. 

In this study, the interface between the blockchain node 
and electronic voting servers was designed with the REST 
API interface using HTTPS based on RPC communication. 
As shown in Fig. 3, the interface was designed by separat- 
ing by function the communication sections between the 
blockchain and the electronic voting server. This does not 
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Blockchain Server 


Voter authentication Voting processing Ballot counting 
p : Mgmt of authentication Check counting status 
Sadie tems tools Voting processing 
Authentication Mgmt of authentication Verify counting result 
processing information 


Electronic Voting Server (Legacy System) 


Opening vote Roster mgmt Voting mgmt Counting and totaling 
Mgmt of voting Wardlaffiliation Voting start guide A z 
EA T m mgmt Totaling Voting result 
: mg = voting output and 
Mgmt of voting Check real-time turnout result storage 
method Batch importee : 
——— Bae Voting sf a 
composition 9 Blockchain mgmt 
Voting alert mgmt Roster download Download list of voters — 
Candidate/agenda Roster edit and Mgmt of voting Node mania 
mgmt mgmt progress mgmt - 
Voting info setting sl 


Roster DB i ite Electronic Voting a 


Fig.1 Structure and main services of the target system. 


Online electronic voting service Blockchain-based service 


* Support for web-based voting contents * Construction of blockchain platform 
planning/production, various statistics, status and log 
analysis 


e Distributed ledger management 


+ Voting opening and management, counting and * Data integrity verification 


totaling * Service stability, forgery detection and prevention 
* Real-time voting and counting status e Guarantee of data transmission and processing 
speed 
* Support various voting systems including cross- e Notification service of participation results for online 
voting, score voting, preferential voting, etc. voters 
Authentication system and verification services Shera maaan eae Cnn menam 
* Introduction and verification of voter authentication + Apply the resident participation budget to voting in 
system for each voting system connection with the Seoul City M-Voting service 
e Guarantee secret voting by encrypting the voter e Provide domestic and international online voting 
information and voting details system services with the Korean Association of 


e Give interested parties permission to access nodes Electoral Studies, 


and verify counting result in the verification step after 
counting is completed. 


œ Provision of simulator functions 


Fig.2 Main requirements for the blockchain-based online secret voting system 
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1. Information for Interface Definition 


Interface name 


receive 
send : voting system 
processing type real-time 


2. Data item for Interface Input 


“response 


f. SEQUENCE. st 


voting value 


Processing 
Result 


Message of 
Processing 
Result 


: Blockchain Hash | 


interface classification | 


vote Info. Saving 


blockchain Interface method 


communication type 


resultMessage 
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External 

Interface ID IFO003 

HTTPS(Method: post) 
request / response 


Data format 


Field name 


voteNo 


answerSeq 


efault value : 1 
n case of cancel : -1 
n case of multiple 
hoice, input in the 
; form of an array 


Field name Etc. 


: Normal 
: missing essential 
resultCode data 
: blockChain error 
00 : server error 


exists only in case 
of error 


Transaction Hash 


Fig.3 Design example of the REST API 


require an additional base environment for interfacing with 
the blockchain because the REST API technology itself is 
easy to use; as a result, the message readability is excellent. 
Furthermore, this method has the advantage of the manage- 
ment of progress history for each host being unnecessary 
because the execution context can be performed indepen- 
dently, and therefore the client does not need the informa- 
tion about the progress details from the previous host. 


3.3.3 Smart Contract Design 


The smart contract technology was utilized to efficiently 
store voting information received via the interface in the 
blockchain ledger. Smart contracts on InnoBlock are writ- 
ten in Lua script language, and the distribution, execution 
and verification of the code is performed by the InnoBlock 
SDK, as shown in Fig.4. Before being distributed to the 
blockchain for use, the part in which the smart contract was 
to be applied was programmed according to the purpose of 
the function as defined in the document of the interface de- 


sign. 
3.3.4 Design of the Blockchain Repository State Database 


For the design of voting data stored in the blockchain, the 
design targets, including the data requirements, were iden- 
tified. The final data design was completed using the State 
DB by defining the data structure and design environment. 
The State DB is a key and value repository that stores the 
latest state value by receiving smart contract execution re- 
sults. It ensures data integrity by prohibiting access by other 
smart contracts while the State DB is being updated. 

The objects stored in the State DB through the vot- 
ing system are voting opening information and voting re- 
sults, which are stored and viewed in JSON format. Fig- 
ure 5 shows an example of the JSON design of the State 
DB. The input on the left is an example of data received by 
the blockchain, and the output on the right is what is stored 
in the State DB. The agenda object represents the voting 
opening information, the question object represents the vot- 
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Smart Contract 


2. execute 


API Smart 
Application Contract 
Ti define Engine 


String Service; Data Engine 
Client.sendTransaction 
(service ...); 4 


Ledger Data Definition 
Block Storage 


Fig. 4 


json Data Design Sample(input) 


Grid type 
{ 
“voteNo":"41001", 
“voteResult": 
[ 
{ "answerSeq":"20001", "voteVal":[1,0,0] }, 
{ "answerSeq":"20002", “voteVal":[0,1,0] }, 
{ "answerSeq":"20003", "voteVal":[0,0,1] } 
] 
} 


When selecting only one in multiple choice 
{ 

“vyoteNo":"41002", 

“voteResult": 


[ 
{ "answerSeq":"20001", “voteVal":[1] } 


] 
} 


When selecting two or more in multiple 
choice 
{ 
“voteNo":"41002", 
“voteResult™: 
[ 
{ "answerSeq":"20001", "voteVal":[1] }, 
{ "answerSeq":"20002", "voteVal":[1] } 
] 
} 


Fig. 5 


ing question, and the answer object represents the voter’s 
voting result. The storage scenario for the State DB can be 
summarized as follows: 

Step 1. The voter votes. 

Step 2. From the voting information of the voter, a transac- 
tion signed by a private key that contains the smart contract 
voting execution information is sent to the blockchain node. 
Step 3. Once the transaction sent to the blockchain node is 
confirmed in the block, the smart contract voting execution 
function is executed. 

Step 4. Through the smart contract voting and counting 
functions, the voter’s voting information is stored in the 
State DB as a specified struct inside the smart contract. 
Here, the voting counter is processed as an array to support 


ISM State 


ISM Index 
ISM Storage 


Design of smart contract architecture 


Data sample( output } 


j 
"voteSttus":"10", 
"beginDt":"201811230900", 
“endDt":"201811300900", 
"voteTy":"10",, 

"Policy reflection”:"001", 
“Whether to disclose":"002", 
“register":"admin" 


h 
“question”: 
{ 
“qestnSeq":"1002", 
“qestnSj":"Question content” 


} 


"answer":[ 
{ 
“answerSeq":"10005", 
“answer":"Answer content1", 
“answerCnt":[5,0,1] 


“answerSeq":"10006", 
“answer":" Answer content2", 
"answerCnt":[3,3,1] 
} 
1 
“target”:[ 
{ 
“voteTrgterSeq" : "001" 
} 
] 


Design example of the state DB 


ranked-choice voting and grid-type voting. 

Step 5. When checking the voting data stored in the State 
DB, the key stored in the State DB is requested and viewed 
using the smart contract read function. 


3.3.5 Design of the Process of Storing Voting Data in 
Blockchain 


The electronic voting system uses the REST API to send 
voting data transactions to the blockchain node transactions. 
The API items are shown in Fig. 6, and there are three main 
functions: blockchain node connection, transaction genera- 
tion and transmission, and smart contracts. 

In the blockchain node, the transaction received via the 
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Category 1 Category 2 


connection node to client connection API 
generation privatekey, address generation API 

transfer asset transfer API 
transfer data transfer API 
monitoring monitoring API 
smartcontract smartcontract definition API 
smartcontract smartcontract execution API 


smartcontract smartcontract query API 


Fig. 6 


Physical block storage structure 
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Description 


: Functions to interconnect legacy systems and nodes 


: Functions related to key generation 


: Functions related to transaction transmission 


i Functions related to data transfer 
Monitoring -related functions 

: Smart contract definition function 
Smart contract execution function 


f Smart contract query function 


Design of the blockchain platform interface API 


Logical block structure 


: Block Data Storage (Level DB) 


| Block metadata 
Key: Block Hash 
Value: File Location, File Name 


Transaction metadata 
| Key: Transaction Hash 
Value: File Location, File Name 


Block Hash 


Oxf337a9b58a4tf7aa28 161637dd8380c 


0x85b10c86a2b758fe4 795cb0d790e1f2 
04249df6032cef686c3d2b218ba559e55 


Oxcce4dc5234c5cd2836aed0ed07c9803 
48c0a2eeeff7 2950fe86b60a44d6a32fd 


Transaction Hash 


OxSdd36ae73c3485b93ce4 1ddc9a8322 
46de7843da2f15d35984 1b15f0da915a4 


File Location 


<block_file#1, filedb, 


998941> 


<block_file#2, filedb, 
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Fig.7 


API stays in the pending state before it is stored in the repos- 
itory when the block is confirmed. The storage type of the 
block can be explained physically and logically, as shown 
in Fig.7. The physical storage of the block data uses the 
Level DB, which is based on the key value store, and the 
block file information is stored as a value with the block 
hash value as the key. The logical block structure is divided 
into a Header and a Body. In the Body, the transaction in- 
formation is stored as a list, and the voting information in 
the transaction ledger is stored in a separate space known 
as the OP_LRETURN area. For the transaction sent to the 
blockchain node via the API, the command that executes 
the smart contract is included in OPLRETURN. The con- 
tract code is executed after the block is confirmed, and the 


Block #3 |: 


Physical and logical block storage structure 


available driving methods are define, execute, and query, as 
shown in Fig. 4. “Define” refers to the process wherein the 
contract code is distributed to the blockchain node, whereas 
“execute” refers to the process of running and using the 
function of the distributed contract code. 

Lastly, following the execution of the execute() con- 
tract function, the process of sending an event push to the 
server of the electronic voting system is illustrated in Fig. 8. 
This event push corresponds to No.6 in Fig. 8, which sends 
a message to the electronic voting system server with the 
results of the execution of the contract function in No.5. 
The event push function was implemented by customizing 
the InnoBlock core engine to complement the asynchronous 
nature of the blockchain smart contract function execution, 
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which cannot receive a response on the success of the exe- 
cution. Using the notification service that informs the online 
voter of their success in participation, the voters may verify 
their voting results using the blockchain ledger. 


3.3.6 Design of the Digital Certificate 


A digital certificate shall be used to perform personal au- 
thentication to prevent any form of name theft, such as steal- 
ing the name of a voter who is not entitled to vote, or vot- 
ing in other people’s names. Individual authentication is 
performed using a digital certificate to prevent the theft of 
transactions by others. The principle of the digital certifi- 
cate is shown in Fig. 9. When the logged-in user requests a 
digital certificate, the server generates a signature through a 
random text string and a public key of the server. It is stored 
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Fig.8 Process of sending an event push message to the electronic voting 
system server 
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in the client and used as a digital signature only when the 
user creates a signature with the server public key address 
by authenticating the signature verification to the client. 


4. Implementation and Verification of Blockchain- 
Based Online Electronic Voting System 


4.1 Application Function Test and Verification Scenario 


The software was developed on CentOS 7.4, with the In- 
noBlock blockchain platform for the blockchain-based on- 
line electronic voting system, the Lua language for imple- 
mentation of the smart contracts, and Apache Tomcat for the 
web server. The information exchange with the smart con- 
tracts in the blockchain was implemented using the library 
provided by the InnoBlock blockchain platform. The en- 
tire system was verified using smart contract technology to 
determine whether the implemented functions satisfied the 
security requirements for electronic voting and whether the 
blockchain was able to accommodate various types of vot- 
ing support. The verification scenario was composed of four 
steps around the user, as shown in Fig. 10. 

Step 1: The administrator creates a voter roster and regis- 
ters/manages the voters. 

Step 2: The administrator opens a voting room by choos- 
ing one of the following: yes-or-no voting, ranked-choice 
voting, runoff voting, or preference voting. 

Step 3: Tokens are distributed to voters who can exercise 
their voting rights. Distributed tokens are used to send data 
to the smart contract address. If a voter votes in accordance 
with the voting information in a smart contract, the voting 
information is calculated using the contract function. 

Step 4: Once the voting is completed, the ballots are 


Generate a server public key 
string 


Verify the signature by the 
client’s public key 
Deliver the result to the client 
after certificate work 


(20 =) 


ie S 
m erver 
eg 


Save Registration 


= 
(oe > 
ei) Server 


Request Authorization 


Store the private key of 
voter client 


Check Registration 


Response Authorization 


Fig.9 Process of individual authentication using a digital certificate 
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counted. Ballot counting is performed by calculating the 
stored voting information using the State DB in a smart con- 
tract, and the information in JSON format is provided in ac- 
cordance with each piece of voting information. 


4.2 Service Functions and Performance Evaluation Result 


The services and basic performance of the developed elec- 
tronic voting system were tested through the TTA, an exter- 
nal test certification agency in South Korea. The test items 
and criteria are detailed in Table 4. 

Evaluation items, measurement units and scales, im- 
portance, and development target levels were defined based 
on the definition of the requirements, an official product of 
the analysis stage. 

The online authentication service verified whether a 
person could vote via the verification of voters. The re- 
sults demonstrated the ability to process 101 TPS, which 
far exceeded the 50 TPS that is standard for these kinds of 
performance inspections. The secret voting service checked 


evaluate whether voting and counting were performed ade- 
quately within the target time. A 100% verification perfor- 
mance, which was the development goal, was confirmed. 

The secret ballot function prevents the administrator 
from identifying the voters’ information, thereby preventing 
unauthorized access to their ballots. Further, the secret vot- 
ing service confirmed that the details of an individual vote 
could not be fully extracted with just the voter’s information. 

Finally, the accuracy verification of the encryption 
checked whether the results remained the same when the 
same data were input multiple times. Again, our system 
demonstrated 100% accuracy, which was the target accu- 
racy. There are no additional costs associated with the gen- 
eration of a transaction and the execution of a smart contract 
because it is based on a private blockchain. 

In addition, the developed blockchain-based electronic 
voting system was applied to the online policy voting trial in 
Incheon Metropolitan City, where the system administrators 
had previously been criticized for the vulnerability of the 
voting process and results. They revealed their contentment 
with the blockchain forgery prevention and smart contract 
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Table 5 Function and performance comparison results between the 
newly developed system and the Korean electronic voting system 


VLB TM 


Classification Ta AA (Voting In uC 
mn 8 Blockchain) 

Blockchain x x o o 

authentication 

Secret voting function X X oO oO 

Forgery prevention y x o o 

function 

Verification of voting and À A o o 


counting 


Notification service of 
participation results for X X X oO 
online voters 


X-absence of the feature; O-presence of the feature; A- completeness underachiever 
feature 


technology and stated that there has not been a single issue 
with transparency or reliability. 


4.3 Comparison with Existing Services 


Based on the comparison with existing information systems, 
the electronic voting system developed in this research of- 
fers a number of functional advantages as well as a num- 
ber of voting applications and experiences for blockchain 
applications, as shown in Table 5. In comparison with 
M-voting, K-voting, and Voting In Blockchain (V.I.B), re- 
viewed in preliminary research, the proposed system has 
significant advantages over M-voting and K-voting in terms 
of blockchain authentication, secret balloting, forgery pre- 
vention, and poll verification. Further, in contrast to VIB, 
a notification service is provided that allows online voters 
to verify the success of their participation in a poll through 
the blockchain core module modification. This is an impor- 
tant function and advantage of the proposed voting system 
because it can be regarded as a measure of the system’s re- 
liability and transparency. 

The blockchain-based online voting system developed 
in this study has the following advantages. The first set of 
advantages comprises the interface design, the blockchain 
voting repository design, and the event push message. The 
system interface design allows for simple switching to a 
blockchain-based voting system by modifying legacy elec- 
tronic voting systems using the REST API. 

Second, the voting repository design supports various 
voting operations as well as simple voting by storing the 
voting data in the State DB in JSON format through smart 
contracts. 

Third, in general, when a legacy system requests trans- 
actions from the blockchain node, it cannot receive a re- 
sponse from the blockchain node regarding whether the re- 
quested data have been stored. To improve this, the event 
push message function has been added so that a callback 
about the requested data processing details can be received. 
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5. Conclusions 


In electronic voting, accuracy and reliability are critical pa- 
rameters. As a solution to problems associated with elec- 
tronic voting, this study applied blockchain technology that 
allows participants to store, open, verify, and execute the 
same body of information, improving the openness and 
safety of the voting system. To that end, smart contract tech- 
nology and digital certificates were reflected in the design of 
the interface between the electronic voting system and the 
blockchain node, the storage of voting data in the blockchain 
repository and a distributed ledger using State DB, as well 
as the voting and counting functions. In addition, the per- 
formance of the developed functions was verified by com- 
paring them with the requirements based on the application 
function test scenario. The results confirmed that all require- 
ments were satisfied. 

This study enhances the transparency and reliability of 
the voting system by providing a blockchain-based authen- 
tication method. This will not only greatly contribute to the 
broad adoption of electronic voting by improving voters’ 
awareness of online voting systems, but also enables expan- 
sion of the developed system as a global electronic voting 
service. 

The application of the voting system that uses personal 
identity authentication, such as the voter voting present in 
the current implementation, has limitations. In this re- 
gard, we plan to conduct additional research associated 
with blockchain-based decentralized identifiers (DID) using 
other distributed identification technologies in the future. 
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